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. PURPOSE AND SCOPE
A. Purpose

This annex provides for the implementation of assigned law enforcement-related
emergency tasks through the coordination of the various law enforcement

agencies and law enforcement partners in Hardy County.

B. Scope

This annex provides the general framework of the law enforcement function
during large-scale emergencies in Hardy County. It presents the tasks that law
enforcement providers would be expected to fulfill but does not present “how”
those tasks should be fulfilled. Questions of “how” are left to individual agencies’
standard operating guidelines (SOGs). This annex applies to all law enforcement
agencies and law enforcement partners in Hardy County. This document also

assumes and supports existing jurisdictional determinations.

II. SITUATION AND ASSUMPTIONS
A. Situation

1. Hardy County has two primary law enforcement agencies: Hardy County
Sheriff's Office and the Moorefield Police Department. The Town of
Wardensville also maintains a police department; however, that department
has scaled its operations back in recent years.

2. Supplemental (i.e., support) law enforcement agencies in or near Hardy
County include:
a. West Virginia Department of Natural Resources (local offices), and

b. West Virginia State Police (Moorefield Detachment).

3. Significantly, Hardy County was formerly able to procure law enforcement
support from West Virginia Department of Transportation (WVDOT)
resources out of Martinsburg; however, due to a change in responsibility,

those resources are currently unavailable.
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4. During emergencies, law enforcement agencies expand their operations to
provide the increased protection required by emergency conditions. This can
quickly over-extend day-to-day resources and manpower.

5. Numerous federal, state, county, and municipal law enforcement agencies

are available to support the law enforcement function.

B. Assumptions

1. The responsibilities of law enforcement agencies will increase significantly
during emergencies.

2. Adequate law enforcement resources will be available through mutual aid
agreements. If local capabilities are overtaxed, support can be obtained from
sheriffs’ offices or police departments outside of Hardy County, state, and/or
federal law enforcement agencies.

3. According to local officials, the population of the county is changing
drastically, which may lead to challenges associated with the provision of law

enforcement.

[Il. CONCEPT OF OPERATIONS
A. General
1. Emergency law enforcement operations will likely be an expansion of normal
functions. These responsibilities may include (but not be limited to):
a. Maintenance of law and order (to include, as necessary, evidence
collection),
Traffic control,
Crowd control,
Provision of security,

Provision of communications support,

-~ 0 oo T

Provision of evacuation support, and

g. Assistin the dissemination of warning information.
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2. Locally, law enforcement agencies participate in specialty resource teams
such as special response teams (e.g., those that would respond to school-
based emergencies). Specialty resources available locally include (but may
not be limited to):

a. Mobile crime scene trailer (Moorefield PD),
b. Mobile warning sign (Moorefield PD), and
c. K-9team, with two other K-9 patrols (Hardy Co. Sheriff).

3. Other operations related to the law enforcement function could include traffic
control during emergencies. Local officers can be used to support the
operation, but a large-scale operation would likely quickly deplete resources,
especially if the direct response involves law enforcement. The West Virginia
Division of Highways may be available to assist traffic control operations
(upon request). WVDOH assistance could include personnel and/or signage.

4. Law enforcement agencies at all levels retain their jurisdictional authority
during emergencies. Support from outside of the jurisdiction can be
requested, either through mutual aid or the Hardy County Emergency
Operations Center (EOC).

a. Mutual aid forces should operate in accordance with the established
incident command system.

b. Auxiliary and volunteer forces (directed by law enforcement) should work
under the supervision of the chief law enforcement official in the
jurisdiction to which they are deployed.

c. Supporting military forces should work under the direct supervision of
their superiors and should assist the chief law enforcement official of the

jurisdiction to which they are deployed.
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B. Interaction with Fusion Centers and Protection of Critical Infrastructure

1. Fusion Centers

a.

Locally, law enforcement agencies serve as the primary body interacting
with the West Virginia Fusion Center in Charleston, WV (304-558-4831 /
866-989-2824) and the Virginia Fusion Center at (804) 674-2196.

i. If threats are received, law enforcement determines if the intelligence
is actionable and shares accordingly with local agencies (including all
sections of the county’s emergency operations center, if activated).

ii. Threat information is routinely shared when planning for events or
other functions that require coordination of emergency services and/or

security/law enforcement services.

For threats identified locally that need to be channeled to a fusion center,
the local network of Fusion Liaison Officers (FLOSs), if appropriate, may be

utilized.

2. Critical Infrastructure

a.

Critical infrastructure provide essential services that underpin American
society. It composes the assets, systems, and networks, whether physical
or virtual, whose incapacitation or destruction would have a debilitating
effect on security, national economic security, public health or safety, or a
combination thereof (USDHS, 2016).

Nationally, critical infrastructure is classified by 16 sectors.

Locally, there is infrastructure in place that, while not necessarily ‘critical’
from a national perspective, are important to the maintenance of the
quality of life in Hardy County. A list of these facilities is kept at the
county’s emergency operations center. (It is not maintained as part of this
document due to security concerns.) Typically, law enforcement agencies

support security at these facilities.
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C. Annex Roles Aligned with Core Capabilities

Core Capabilities Annex Roles

Operational Coordination

Discusses law enforcement’s role within the incident command
system.

Identifies situations in which law enforcement may serve in the
command role.

Briefly discusses the use of unified command.

Intelligence & Information
Sharing

Identifies “law enforcement” information that may need to be shared.
Identifies potential types of sensitive information that may be relevant
to an emergency response.

Interdiction & Disruption

Notes the maintenance of law and order within Hardy County.
Describes deterrents to criminal activity.

On-Scene Security &
Protection

Assigns perimeter control responsibilities to law enforcement.
Indicates the responsibility for providing security to facilities designated
as critical infrastructure and other locations as assigned.

IV. DIRECTION, CONTROL, AND COORDINATION

A. Incident Command System

1. In accordance with the National Incident Management System (NIMS), law

enforcement personnel should establish the incident command system (ICS)

at the scene if it has not already been established.

a. The ranking officer on the scene should assume the role of incident

commander (IC) until relieved of that position by a higher-ranking officer

or command is formally transferred.

b. If the ICS has already been established at the scene, law enforcement

personnel should assume an appropriate role in it.

2. In general, law enforcement assumes command for situations without an
active fire, fire calamity, or hazardous materials. Sample situations in which a

law enforcement representative may serve as the IC include (but are not

limited to) the following:

a. Investigations,

b. Motor vehicle accidents (no extrication),

c. Terrorist (domestic or foreign) incidents (until resources from higher levels

of government arrive), or

d. School-related incidents (non-fire).
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B. On-scene command is exercised via the incident command system (ICS) or
unified command.

1. Unified command may be established when response organizations from
multiple emergency functions (i.e., law enforcement, fire, public works,
volunteer services, etc.) are involved in the response.

2. Unified command may also be established when state and/or federal
resources provide assistance.

3. On-scene command can request the activation of a liaison to be assigned to
the Hardy County Emergency Operations Center to represent law
enforcement agencies in incident coordination as deemed necessary. On-
scene command may also choose to locate the incident command post at the
county’s emergency operations center. The Moorefield Police Department’s

training room may also serve as a site for the command post.

V. INFORMATION COLLECTION, ANALYSIS, AND DISSEMINATION

A. Reports relative to investigations, call/run logs, etc. remain a necessary
component of large-scale law enforcement operations. Completion of such
records are addressed via agency-specific policies and standard operating
guidelines.

B. Law enforcement-specific information typically shared in the EOC setting
includes (but is not limited to) the following:
1. Contact information for local, state, and federal law enforcement assets in

resources (either available to or responding in Hardy County), and

2. Locations of traffic and access control points.

VI. COMMUNICATIONS: See Annex B: Communications for additional information.
VII.ORGANIZATION AND ASSIGNMENT OF RESPONSIBILITIES
A. Organization
1. The maintenance of law and order in respective jurisdictions is of primary
importance, even during emergencies.
2. During large-scale emergencies, law enforcement in Hardy County should
coordinate response efforts with each other and with other emergency

response entities operating to resolve the incident.
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3. With respect to operations, regular standard operating guidelines (SOGs) — to
include jurisdictional considerations, operational protocols, etc. — remain

valid.

B. Assignment of Responsibilities
1. Primary Agencies
a. Hardy County Sheriff's Office

i. Oversee and coordinate law enforcement activities in the county

ii. Maintain law and order

iii.  Provide for traffic control

iv. Support notification and warning activities in accordance with the
provisions in Annex B: Communications

v. Support jurisdictional law enforcement agencies as necessary and
requested

vi. Support other emergency response and recovery activities

b. Moorefield Police Department
i. Oversee and coordinate law enforcement activities in the jurisdictional
boundaries of Moorefield.
ii. Maintain law and order
iii. Provide for traffic control
iv. Support notification and warning activities in accordance with the
provisions in Annex B: Communications
v. Support jurisdictional law enforcement agencies as necessary and
requested

vi. Support other emergency response and recovery activities

2. Support Agencies
a. West Virginia State Police
i. Coordinates the police services operations of the state.
ii. Maintains law and order on state property.

iii. Investigates crimes.
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West Virginia Department of Corrections: Provides supplement law

enforcement personnel and K-9 units upon WVSP request.

West Virginia Department of Military Affairs and Public Safety

i. Ensures operations of the West Virginia Intelligence Fusion Center.

ii. Provides sworn law enforcement officers from the Air National Guard
Security Police to supplement WVSP and/or local law enforcement
agencies with very strictly-outlined duties, so long as they are under
State Active Duty (SAD).

West Virginia Department of Transportation: Provides supplement law

enforcement personnel and K-9 units upon WVSP request.

West Virginia Division of Highways: Provides traffic control assistance,

upon request.

West Virginia Division of Natural Resources, Law Enforcement

i. Assists with law enforcement support within state parks and on other
state properties.

ii. Assists with other law enforcement personnel support when requested
by the WVSP.

West Virginia Public Service Commission: Provides supplement law

enforcement support upon request by the WVSP.

Federal Bureau of Investigation: Coordinates investigation activities if

the incident is believed to be a terrorist incident.

United States Department of Homeland Security

I. Coordinates Emergency Support Function #5 with Emergency
Support Function #13 (in the National Response Framework) and
other federal response efforts.

ii. Serves as a coordinating agency for the implementation of the federal

Emergency Support Function #13.

United States Department of Justice: Coordinates Emergency Support

Function #13 operations.
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VIll.  ADMINISTRATION, FINANCE, AND LOGISTICS
A. Administration
1. Law enforcement agencies should maintain internal notification/recall rosters.
2. Emergency authorities granted to law enforcement officials should be in
accordance with the West Virginia Code.
3. The Hardy County Sheriff's Office participates in the statewide sheriffs’
mutual aid agreement. Support includes personnel, equipment, etc. Most city

and county agencies serving the state are parties to the agreement.

B. Finance: See Basic Plan.
C. Logistics
1. The sheriff's office should provide security for the EOC and other restricted
areas, which may include access control and credentialing.
2. Alisting of personnel, equipment, and supplies for law enforcement in Hardy
County is listed in the county’s resource database, which is maintained by the
Hardy County Office of Emergency Management in the county EOC.
Resources specific to the law enforcement function include (but are not
limited to) the following:
a. Cameras along main routes throughout Moorefield (the four corners of
town are covered and the PD can store up to eight days of video on
DVR);
b. 4wd cruisers (Moorefield PD and Hardy Co. Sheriff);
c. Wi-Fi is located throughout Moorefield (and serves as supporting
infrastructure for the camera system); and
d. The Moorefield Police Department can support its own operations via a

generator at its office.

3. Resource Management
a. The sheriff and police chiefs ultimately coordinate the resources of their
departments.
b. Departments are free to request resources as per mutual aid response
agreements.

c. External resources may be requested through the Hardy County EOC.
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d. All local resources should be committed prior to requesting external

resources.

4. State and Federal Involvement

a. State

ESF 13 of the State of West Virginia Emergency Operations Plan
(WVDHSEM, 2016) provides a mechanism for coordinating and
providing support to local authorities to include non-investigative/non-
criminal law enforcement, public safety, and security capabilities and
resources during potential or actual incidents.

“ESF 13 generally is activated in situations requiring extensive
assistance to provide public safety and security and where local
government resources are overwhelmed or are insufficient, or in pre-
incident or post-incident situations that require protective solutions or
unique capabilities” (WVDHSEM, 2016, p. 13-1).

Depending on the requests for services and its operational
capabilities, state law enforcement assistance may consist of:

e On-scene needs assessment,

e Administrative support and/or full mobilization,

e Deployment of personnel and equipment,

¢ Law enforcement in security of the disaster area,

e Traffic control activities,

e Anti-looting activities, and/or

e Other related operations, as appropriate.

The West Virginia Department of Transportation can provide
personnel and equipment assistance for traffic control, upon request
by the WVSP Superintendent (WVDHSEM, 2016).

The West Virginia Division of Natural Resources, West Virginia
Department of Military Affairs and Public Safety, and the West Virginia
Division of Corrections can provide sworn officer support as well as K-
9 support (i.e., Corrections only) for area control, crowd control, site
security, and mass transports (WVDHSEM, 2016).
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b. Federal

Emergency Support Function #13 of the National Response
Framework (USDHS, 2013) provides a mechanism for coordinating
and providing federal support to state and local authorities to include
non-investigative/non-criminal law enforcement, public safety, and
security capabilities and resources during potential or actual incidents
for which a federal response is necessary. The following assistance
can be provided by Emergency Support Function #13 personnel, if
activated.

e Pre-Incident Coordination: Support to the development of
operational and tactical public safety and security and/or
vulnerability assessments, and appropriate deployment of federal
public safety and security resources

e Technical Assistance: Expertise and coordination for security
planning efforts

e Public Safety and Security Assessment: Identification of the
need for further Support Function #13 support

e Badging and Credentialing: Assisting in the establishment of
personnel tracking processes and access control systems

o Access Control: Security forces to support local and state forces

e Site Security: Perimeter security to support local and state forces

o Traffic and Crowd Control: Resource support to local and state
forces

e Force Protection: Protection support of emergency responders in

high-threat environments

Emergency Support Function #13 personnel are requested by state
authorities. Local requests for federal assistance are channeled
through these state authorities.

When Emergency Support Function #13 is activated, federal
representatives deploy to the Regional Response Coordination Center
and coordinate mission assignments with the joint field office. As

these temporary offices are established, federal personnel may notify
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state personnel of their location and access, who may notify local
personnel of the same.

IX. ANNEX DEVELOPMENT AND MAINTENANCE
A. The Hardy County Office of Emergency Management along with the Hardy
County Sheriff and Moorfield Police Department serve as the planning committee
and should coordinate revisions to this annex.
B. This annex may be subject to revision at times when the rest of the plan is being
reviewed.
C. Law enforcement departments should maintain department-specific standard

operating guidelines (SOGSs) as necessary.

Updated September 2016 312



