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. PURPOSE AND SCOPE
A. Purpose

The purpose of this annex is to identify basic cyber security measures that can
be taken in protection of Hardy County government’s information technology (IT)

infrastructure.
B. Scope

This annex applies to situations in which network outages occur, either as a
result of a malicious (i.e., cyberattack) scenario or a disruption related to another

hazard (e.g., severe weather, fire, etc.).

This annex applies only to servers/networks supporting county government
operations. Though the county may support municipal needs, municipal concerns
are not included. Additionally, cyber planning and preparedness at local critical
infrastructure providers and key resources are coordinated by those

organizations and are thus not included in this annex.

[I. SITUATION AND ASSUMPTIONS
A. Situation

1. For the purposes of this annex, cyber security is defined as “measures taken
to protect a computer or computer system against unauthorized access or
attack” (merriam-webster.com). Included under this definition of a breach of
sensitive information that is kept electronically.

2. Numerous operations related to the provision of local government are reliant
on a networked structure between county government departments as well as
access to the Internet.

3. Potential disruptions recognized by this annex include the following (MS-
ISAC, n.d.).

a. Attempts to gain unauthorized access to a system or its data

b. Unwanted disruption or denial of service (DoS)

¢. Unauthorized access to critical computers, servers, routers, firewalls, etc.
d

Changes to system hardware or software without approval
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4.

e. Virus or worm infection, spyware, malware

f. Loss or inconsistent electrical power

Adware and malware are common occurrences due to the amount of Internet
traffic that is typically required for daily operations.

It is significant to note that cyber-related situations at facilities well beyond
Hardy County may impact connectivity (and, hence, operations) in the county.
As an example, should a portion of the telephone system go offline at a main
switching facility, communications capabilities in the county could be
significantly impacted.

Hardy County will continue to strengthen cyber security as well as examine
procedures (and procedure revisions) to educate employees on inadvertent

sharing of information that could lead to cyber scenarios.

B. Assumptions

1.

It is important to understand that Hardy County’s governmental departments
may be targets of cyber security intrusions (CA Dept. of Justice, CA
Chamber of Commerce, & Lookout, 2014).

Not all cyber security scenarios correspond to malicious external threats. In
some instances, extended Internet and/or network outages may constitute a
scenario.

The loss of Internet access and/or network connectivity will impact the
county’s ability to provide government service.

Like many security-related issues, the county takes a number of steps to
secure its IT infrastructure; however, the possibility exists (and is likely) that
disruptions will still occur.

For each additional layer of security that is added to the IT infrastructure,
additional legitimate messages and processes are likely to be negatively

impacted.
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[ll. CONCEPT OF OPERATIONS
A. General
1. Internet outages, network connectivity issues, hardware malfunctions, etc.
are common occurrences.
a. These occurrences can lead to potential security situations and are thus
considered under the scope of this annex.
b. Historically, personnel within Hardy County government departments

have been able to address these occurrences.

2. Hardy County’s networks are protected by a layered approach (FCC, n.d.).
Typically, security is provided through a series of firewalls and antivirus
services.

3. The benefits of an effective cyber response plan include the following (Bailey,
Brandley, & Kaplan, 2013). Significantly, this annex is a brief introduction to
cyber incident planning. Specific response protocols will likely need to be
developed at the departmental level and be coordinated with the county
commission to ensure an adequate cyber response can occur in Hardy
County.

a. Improved decision making
i. Ensure that department heads and the county commission coordinate
quickly and efficiently to identify and address cyber scenarios
i. Determine the level to which department heads can make the

decision to implement a cyber response

b. Internal coordination
i. Decide what constitutes a cyber incident

ii. ldentify resources that can address the situation

c. External coordination
i. Determine how local personnel should interact with contracted

support services
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d.

e.

Unity of effort
i. Coordinate multi-department responses

ii. Prioritize service restoration

Damage limitation
i. Identify guidelines for quickly limiting Internet access so threats

cannot spread

B. Threat detection is typically accomplished via firewalls and antivirus packages.

C. Internet service is provided by Hardy County Telecommunications for many

departments. Hardy County Telecommunications has helped troubleshoot and

overcome outage issues and will likely continue to do so.

D. For situations that cannot be addressed locally, the Hardy County Office of

Emergency Management can request support from Global Sciences in Fairmont,

West Virginia.

E. Potential Response Options

1. Determine possible sources of those who may discover the incident.

2. Document the following to the extent that is possible.

a. The nature of the incident
b. What equipment or persons were involved
c. Location of equipment or persons involved
d. How the incident was detected
e. When the event was first noticed that supported the idea that the incident
occurred
3. Consider:
a. Isthe equipment affected business critical?
b. What is the severity of the potential impact?
c. Name of system affected, along with operating system, IP address, and
location
d. IP address and any information about the origin of the attack (if a
malicious intrusion is detected)
N
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4. Compile an incident action plan by discussing the following:
a. Isthe incident real or perceived?
b. Isthe incident still in progress?
c. What data or property is threatened and how critical is it?
d. What is the impact on operations should the incident proceed (or attack
succeed) — minimal, serious, or critical?
e. What system or systems are affected/targeted? Where are they located

physically and on the network?

f. Is the incident inside the trusted network?
g. lIsthe response urgent?
h. Can the incident be quickly contained?

What type of incident is it (e.g., virus, worm, intrusion, abuse, damage,
network outage, etc.)?
j- If a malicious attack/intrusion is underway, will a response alert the

attacker and do we care?

F. Annex Roles Aligned with Core Capabilities

Core Capabilities Annex Roles

o |dentifies the elements of a cyber response plan.

Planning o |dentifies gaps in existing cyber planning and suggests efforts to fill
those gaps.
Operational Coordination Briefly addresses the management of cyber responses.

o |dentifies the types of cyber scenarios that could impact the county.
e Discusses the protection of county assets from damage related to cyber
scenarios.

Cybersecurity o Addresses unauthorized access of data.

o Discusses the protection of sensitive data from both a
structural/technological standpoint and from an administrative
standpoint (e.g., controlling the sharing of data).

Infrastructure Systems

Recognizes cyber elements are infrastructure that is critical to the conduct of
county operations.

IV. DIRECTION, CONTROL, AND COORDINATION

A. The management of a cyber incident will likely be quite different from the
management of other emergency incidents. In outage scenarios, IT personnel

may lead the response, which would not necessitate a large, formal management
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structure. In other situations, such as when sensitive data has been
compromised or when a more blatant security incident has occurred, law
enforcement, public relations personnel, etc. may be involved. The management
of a response to those incidents may more closely resemble a traditional incident
command structure.

IT personnel employed (or contracted) by Hardy County are only responsible for
the maintenance and protection of the systems that support Hardy County
governmental operations. The department is not authorized to maintain personal
systems or equipment (such as laptops or mobile phones).

Support resources that are brought in to assist a cyber response work under the
direction of the contracting department (regardless of the department to which

they are sent).

. The county may impose restrictions on access to the county’s network and

servers.

V. INFORMATION COLLECTION, ANALYSIS, AND DISSEMINATION

A.

It is critically important to educate county employees on the potential for cyber

scenarios in Hardy County (CA Dept. of Justice, et al., 2014). Such education

may include:

1. Potential non-malicious cyber threats (e.g., network outages, etc.);

2. The availability of cyber security resources (e.g., firewalls, antivirus software)
and the importance of not disabling such resources;

3. Consequences should department heads discover disabled firewalls,
antivirus software, etc.; and

4. Data control and other information sharing protocols to limit unauthorized

access to sensitive information.

. When considering cyber security, there are physical protection measures (to

include threat detection, containment, and the provision of a solution) as well

measures related to the impact(s) of a compromise (i.e., data security).

1. The physical protection of information on the county’s servers is generally
adequate. Such measures do not, though, address protection of information
that is shared improperly once it is securely transmitted.

2. As such, document control procedures are crucial to ensure overall protection
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of data. Document control procedures remain the responsibility of the

departments generating and/or accessing the data.

C. The use of cloud-based information sharing systems is ubiquitous in today’s
business environment. Unfortunately, though not designed to be insecure, such
services as Dropbox, Google Drive, and other file sharing services (especially
free versions) can be utilized to disseminate malicious content. If employees
need to transmit or receive information via one of these services, they are
encouraged to contact IT personnel (and/or the sender) to determine if those
services, indeed, the best way(s) to transmit data (FCC, n.d.).

D. A cyber security incident may temporarily impact the county government’s ability
to serve its constituents. Consequently, such incidents may necessitate the
release of public information directing residents as to how to access the services
they need. See Annex D: Emergency Public Information for additional

information.

VI. COMMUNICATIONS
A. Communications via digital means are generally discussed above.
B. As transitions to VoIP phone systems becomes more common, there are several
items to consider.
1. The workings of such a system are contingent on available Internet service.
Outgoing calls may utilize a channel in a T1 line.
2. Many VolP phone systems, though, can utilize standard telephony to make

outgoing calls.

VII. ORGANIZATION AND ASSIGNMENT OF RESPONSIBILITIES
A. Organization: See Section Ill: Concept of Operations.
B. Assignment of Responsibilities
1. Primary Agencies
a. Hardy County Commission
i. Supports cyber incident preparedness at the county level, to include
equipment and administrative upgrades.

ii. Supports the response to cyber incidents through contractual

arrangements with specialty service providers.
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b. Hardy County Office of Emergency Management
i. Serves as a local conduit to technical expertise, when necessary.
ii. Supports cyber preparedness at the emergency operations center and
9-1-1 center.
iii. Shares information received from such sources as the West Virginia
Intelligence Fusion Center relative to potential cyber threats.
iv. Supports continuity of operations planning efforts at the county level

should network outages or other cyber scenarios occur.

2. Support Agencies
a. Hardy County Telecommunications
i. Provides Internet connectivity to many county departments.
ii. Supports local response to network outages and other cyber incidents

(on a contractual basis).

b. Global Sciences: Supports local response to cyber incidents when
technical expertise is needed (on a contractual basis).
c. West Virginia Division of Homeland Security and Emergency
Management: Receives local requests for resource assistance.
d. West Virginia Office of Technology
i. Monitors the state network at all times for suspicious activity.
ii. Coordinates information technology damage assessment at a state
level.
iii. Disseminates cyber-related information via multiple means.
iv. Assists local, state, and federal law enforcement with cyber-related
investigations and data analysis.

v. Acts as a liaison to federal resources.

e. West Virginia Intelligence Fusion Center: Shares information relative
to cyber threats throughout the state.
f. United States Department of Homeland Security: Serves as a liaison

for federal cyber incident support.
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VIIIl.  ADMINISTRATION, FINANCE, AND LOGISTICS

A. Administration

1.

The ultimate responsibility for ensuring the security of county networks
(NRECA, 2011) belongs to the county commission.

As a first step in ensuring cyber security throughout county departments
(FCC, n.d.), the county commission should issue an Internet usage policy to
which all county employees are required to adhere. The Internet usage policy
should extend to personal use of social media as well.

Employees should also be encouraged to utilize strong passwords, where
appropriate (FCC, n.d.).

All governmental departments should encourage their employees to install
updates to software licensed to county machines (CA Dept. of Justice, et al.,
2014).

County departments should also consider limiting administrator privileges to
only those that are necessary on all county-owned computer terminals and

other network equipment (CA Dept. of Justice, et al., 2014).

B. Finance: See the Basic Plan.

C. Logistics

1.

The detection and resolution of threats requires not only technological
packages, but also manpower. When a threat is detected, personnel with IT
knowledge routinely contain and fix it. Substantial tracking of threats is not
likely due to a lack of manpower. If large-scale tracking is necessary, the
county may utilize the services of external specialists (e.g., Hardy County
Telecommunications and Global Sciences, as noted above).

Cyber security incidents, like other emergency responses, may be supported

by assistance from higher governmental levels.

a. A state-level response is organized under IS 3 — Cyber Incident
Response of the State of West Virginia Emergency Operations Plan
(WVDHSEM, 2016). According that incident annex, the state may assist
local and federal law enforcement with cyber-related investigations and
data analysis. State assistance should be requested through the Hardy
County Office of Emergency Management.

b. Once state-level assistance is requested, the West Virginia Division of
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Homeland Security and Emergency Management may request the
assistance of the federal government. Much like state agencies, the
Cyber Incident Annex of the National Response Framework (USDHS,
2013) indicates that the federal government plays a significant role in

managing intergovernmental coordination in response to cyber incidents.

IX. ANNEX DEVELOPMENT AND MAINTENANCE
A. Annex Development

1. This annex was originally developed by the Hardy County Office of
Emergency Management.

2. At the time of development, minimal guidance was available on the creation
of cyber security annexes. As such, the focus of this planning effort was to
identify primary protection measures for county IT infrastructure assets. As
cyber scenarios, including deliberate cyberattacks occur throughout the
nation, guidance will likely be released that may necessitate changes to this

document.

B. Maintenance
1. Representatives from any departmental IT staff, county commission, and the
Hardy County Office of Emergency Management serve as a planning
committee to guide periodic updates to this annex.
2. Due to the dynamic nature with which IT infrastructure is upgraded and, in

general, changes, this annex should be reviewed annually.
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